Bridging the Automation Gap:
Real Cases with Ansible

Ineering adaptive intelligence
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Ansible Network Automation
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Configuration Management

Platform agnostic
configuration
management to
standardize and
enforce best-
practices.
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Infrastructure Awareness

Track network
resources through
facts gathering, to
perform preventive
Mmaintenance,
reducing outage
risks and costs of
unnecessary
hardware-refresh.
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Network Validation

Examine
operational state to
check network
connectivity and
protocols and to
enhance
operational
workflows to help
measure network
intent.
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Use Case: Configuration Management

Client infrastructure:

- Thousands of network devices

- Huband spoke network model

- Branches: Routers, Firewalls, Branch Switches

- Data Centers: Routers, Firewalls, Datacenter Switches
- Aggregators

- Different OSs from multiple vendors

Complexities faced by client:

- Scalability Issues
- Resource Intensiveness
- Human Error
- Configuration Discrepancies
- Time-Consuming Updates
- Operational Downtime
- Service Disruptions
- Lack of Centralized Control
- Limited Visibility
- Difficulty in Tracking Changes




Use Case: Configuration Management
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Use Case: Configuration Management

Goals:

- Git repository tool:
- Install Git repository software

Benefits:

- Version Control and History Tracking:
- Code Consistency
- Traceability

- Collaboration and Teamwork:
- Concurrent Development
- Code Review and Approval
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Use Case: Configuration Management k

GoaIS: ## ntp.yaml . Lan,_L.nte.n.‘a-ces:
ntpserver_id: "1" "~ lanif_neme: “porta” .
system_ntp_interface: "portl" ::M-:’a-'h::;rw;:km::;rizgl: 1/24"
. . _ - B nif_ip_ _m i N W1 105247
- Create ‘N.eTvvorL?automat!on playbooks: atpserver _server: “time.google. con” Lani_ alloaccesss ['ping’, ‘itps!, ‘sah', “sm', hte')
- Initial Configuration: Hostname, SSH, NTP, TACACS, ntpsync: "enable" Lanif deserintion: “DEV-PariGrous contiqured with aneible”
SN Mp, DNS, Banner, etc SYStem—ntp—su—mﬂde= “Eﬂatﬂ'eu - = lanif_name: “portd”
_ i i system_ntp_syncinterval: "6@8" lanif_aliss: “Dusay”
VLAhjand\AQFCODﬂguraUOD y P=Y o N lanif_ip_addr_mask: “10.202.3.1/28"
- Interface Configuration system_ntp_type: “custom tonsf_allovaceesss ['ping’, https’, 'ssh', 'http']
- StaUC and DynamK: ROUUng }::;::ZL::‘:?;fi::: "Test config multiple interfaces®
protocols configuration: Static routes/ BGP/OSPF - f°fti_ipsec_tu""el;|
. . vpn_vdom: ‘demojlab’
- Site-to-site IPsec VPN tunnels von_ state: ‘gresent’
- ACLs/ Firewall po“cies r'\amc: 'Tunnel_Site3'
. . interface: ‘port2'
- Zone configuration peertype: 'any'
- Automated Roll Back net_device: 'disable’

proposal: 'des-sha512'

dpd: ‘on-idle’

dhgrp: 'S5’

remote_gw: '10.203.0.155'

psksecret: 'ciscol23’

auto_negotiate: 'enable’

vrfid: '9’

vpn_if_ip_addr_mask: '1.1.1.9/32°'
vpn_if_remote_ip_addr_mask: ‘'1.1.1.1@/32'
allowaccess: ['ping', 'ssh'])

description: 'test ansible tunnel if'
intrazone_traffic: 'allow' .
o e g 4" dvioper.io

if_mtu_override: 'enable’
if_mtu: '1400°



Thank you!



Use Case: Configuration Management

: ConTigure LAN interface
: Configure LAN interface
{{ item.vdom | default{omit) }}"
1 "{{ item.lanif_state | default('present') }}"

: “{{ access token | default{omit) 3}}"

item.lanif_name | default(omit) }}"

{ item.lanif alias | default{omit) }}"
t "{{ item.lanif_vrfid | default(omit) }}"

: "{{ item.lanif_vlanid | default{omit) }}"
: "lan"

: "static"

r
L
:n{

: "{{ item.lanif_ip_addr_mask | default(omit) }}"
: "{{ item.lanif_allowaccess | default(omit) }}"
: "{{ item.lanif_status | default{omit) }}"
2 "{{ item.lanif_description | default({omit) }}"
{{ item.lanif_vdom | default(omit) }}"
: "{{ lan_interfaces }}"

" I
B

: restore_revision.yaml
contig_Llanif
conTig_lan
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Ansible Server Automation

Ansible Automation Red Hat Enterprise Linux
Platform hosts
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