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Quay Security Scanner has detected 11 vulnerabilities.
Patches are available for 11 vulnerabilities.

A 2 High-level vulnerabilities.
6 Medium-level vulnerabilities.
2 Low-level vulnerabilities.

Only show fixable

A 1 Unknown-level vulnerabilities.

Vulnerabilities

CVE SEVERITY | PACKAGE
» GHSA-r9hx-vwmv-g579 % A H setuptools 58.1.0 [*./entrypoint.sh"]
' PYSEC-2023-183 % A H opencv-python 48076 [*./entrypoint.sh”]
» GHSA-hrfv-mqp8-g5w % 757101 werkzeug 3.00 [*./entrypoint.sh”]
' GHSA-mMQ26-9339-26x % )

* PYSEC-2023-183 % & High opency-python

' GHSA-mq26-9339-26x %
' PYSEC-2023212 %

' GHSA-gdmx-qovg-27p4 %
' PYSEC-2022-43012 %

' PYSEC-2023-228 %

' PYSEC-2023-228 %

»  GHSA-Swwp-713h-6wmm %

& 4.8.1.78 ENTRYPOINT

SEVERITY NOTE

Mote that this vulnerability was originally given a CVS5Sv3 score of 8.8 by NVD but was subsequently reclassified as A High by osvipypi

VECTORS
Attack Vector Attack Complexity Privileges Required User Interaction
A Network A Low A None

Confidentiality Impact Integrity Impact  Awvailability Impact

@ Unchanged

A High A High
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Muito obrigado

Red Hat € o principal fornecedor mundial de solu¢cdes empresariais de cédigo aberto, com
uma abordagem impulsionada pela comunidade que permite oferecer tecnologias de alto
desempenho de Linux, nuvem, contentores e Kubernetes. Estas tecnologias catalizam a
padronizacao de todos os ambientes, o desenvolver de aplicacdes nativas de nuvem, e a
integrar, automatizar, garantir e gerir ambientes complexos por meio de suporte, formacao

e servicos de consultoria premiados e reconhecidos pela mais diversas industrias.
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