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Security Continues to be a Challenge

Data breaches cost $654 billion,
‘expose 2.8 billion data records in the U.S.

Source: Forgerock .. Gonsumr Data Broach Report The average enterprise uses 75 security products to secure

https://www.forgerock.com/resources/view/92170441/industry-brief/us-consumer-data-breach-report.pdf
' their network.

Defense in depth: Stop spending, start consolidating
https://www.csoonline.com/article/3042601/defense-in-depth-stop-spending-start-consolidating.html

-~

"Complexity is the Worst Enemy of Security”

Bruce Schneier, Information Security
. November 19, 1999

The average large enterprise spends $16.7 million annually on
security software and salaries of the professionals who maintain
it. - Bromium
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Attacks are Moving Down the Stack

Traditional Attacks:
Focused primarily on application

Attacks Disable
@ AP PLICATI ONS @ layer. Examples: browser-based,

Security Products
y PDF, Java*, chained attacks leading
- to EoP
Side Channel Attacks: OTHER DRIVERS o =e
Use shared t . .
e hared resources o Escalation of Privilege (EoP:
Forces kernel to execute “illegal” code.

or VMs. O P E RATI N G SYSTE% Example: buffer overflows

Ultimate APTs:

Compromise platform @ HYPERVISO R OS Infected with APTs:

i) CEEss BElerying OF, Threats are hidden from security products.

using rootkits as cloaks. Example:
ple: Stuxnet
@ BO OT D R I V E RS @ http://spectrum.ieee.org/telecom/security/

the-real-story-of-stuxnet

Closest to the Hardware:

BIOS attacks attempt to alter FLASH BIOS Infected IBB, MBR

to hijack the endpoint. Example: Shamoon; DarkSeoul
Example: Mebromi, http://www.usatoday.com/story/cybertruth/2013/05/16/sham

http://www.webroot.com/blog/2011/09/13/ HARDWARE oon-cyber-warfare-hackers-anti-american/2166147/
mebromi-the-first-bios-rootkit-in-the-wild/




Continuous Everything

Continuous Integration

Continuous Design @

Continuous Monitoring 6 Q Continuous Testing

Continuous Deployment

@ Continuous Development
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‘ Continuous Everything

Enterprise App“Cati B
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Security Built in...?

Continuous Integration

Continuous Design @
6 Q Continuous Testing

Continuous Deployment

@ Continuous Development

aContinuous Monitoring
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Security Built in...?

Agile, Cl/CD, DevOps, ... Where is Security?

DevOps

focuses on
processes
highlighting
change
while accelerating
delivery

focuses on
software-defined life cycles

highlighting
tools

that emphasize
automation

focuses on
culture

highlighting
roles

that emphasize
responsiveness

What's the difference between agile, CI/CD, and DevOps?
Posted by John Steven on Monday, March 19th, 2018

https://www.synopsys.com/blogs/software-security/agile-cicd-devops-glossary/
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Security Built in...!

Make Security part of every phase

Continuous Security Integration

o
&

@ Continuous Secure Development

Continuous Secure Design

Continuous Security Testing

Continuous Security Monitoring @

Continuous Secure Deployment

& | @
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Security Built in...

How do we get there?

* Infrastructure Matters & Needs to be leveraged up the stack & Applied End to End

* Hardware Security capabilities

* Infrastructure Security capabilities Infrastructure Layer(s)
(VMM, OS, Orchestration, etc.) Security capabilities SERVICES
Software Defined Network Security

APPLICATIONS

CONTAINER
Threat Intelligence and Analytics

CHAIN OF TRUST

Host & System Security HYPERVISOR

Data and Application FIRMWARE

Security

HARDWARE Fe ]

. INTEGRITY PROTECTED BOOT RUNTIME SECURITY
Network Security ;
Identity & Access . @ I h .
Management - _ ‘ ‘ intel'
Assured configuration Measure and maintain system Isolate and protect workloads

integrity at boot time Red Hat



. Built to Last
From Solutions to Services and beyond

Infrastructure Libraries for Security

w <D

Modular Security Design

!!!:>< o
| POY'E :

SW Defined Security

=

Q
Security Tools [g; @ ¥
0.0

Security SaaS ‘

intel.
Red Hat ‘ Q-/

SECaa$s
(Security as a Service)




... Built to Last
Build once, deploy everywhere

* Builditin:
« Develop and Distribute Infrastructure Libraries for Security to teams
« Configureitin:
* Provide Predefined and Configured Security & Policies for Containers,
VMs, & NFVs
* Integrateitin:
« Use Security Tools that can be integrated in, Drive vendors to give you
APls
 Demand Integrated and Integratable solutions
 Create a Baseline of Security to cover the 80%
* Innovate for the last 20%
« Automate it:
« Automate as much as you can &

intel,
Red Hat ‘ L/



... Built to Last
Automation will set you free

« Automated Testing
 Automated Assessment
« Automated Compliance
« Automated Audit
 Automated Deployment
 Automated Update

« Automated Patching

« Automated Throttle
 Automated Decommissioning
« Automated Recovery
 Automated ...



Security Built in & Built to Last

« Security across the lifecycle

» Security integration up and down the stack - From HW to SW to Services
and beyond

* Drive Modularity, SW defined, and Services for security too

« Security: Build once deploy everywhere

* Automation will set you free

RedHat Qn.t/el



Security Built in & Built to Last

Intel delivers security capabilities and solutions

Trusted Execution

| Technology (TXT)

§

AESNI/
 CrytpoNI/DRNG |

, Software Guard |
Extensions (SGX)

QuickAssist

( )

Threat Detection

ntel Security ntel Integrated
Ingredients Solutions

|

Intel Hardened
Security Solution

|

Open Cloud
Integrity
Technology (CIT)

|

Technology (TDT)

_[

ChipSec

|

ntel Ecosystem

Solutions

Intel Cyber
Intelligence
Platform

District Defend

SecureView

Intel Trusted
Cloud Stack w/
OpenStack

J
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Thank you!
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Joint Development Drives Innovation

intel,

Driving innovation
in processing

Red Hat

Unleashing the power of
compute through software

20+ YEARS OF COLLABORATION FUELING BUSINESS SPEED.



