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Meltdown and Spectre
Vulnerabilities in modern processors leak passwords and sensitive data.

CYBERSECURITY ATTACKS ARE CONTINUOUSLY CHANGING



2018 speech by David Hogue, a National Security Agency official, who said 
the NSA had not responded to an intrusion that exploited a zero-day 

vulnerability in over two years.

99% of the vulnerabilities exploited by the end of 2020 will continue to 
be ones known by security and IT professionals at the time of the 

incident3

81% of hacking-related breaches leveraged either stolen and/or weak 
passwords1

68% of breaches took months or longer to discover2

1 2017 Verizon Data Breach Investigations Report
22018 Verizon Data Breach Investigations Report
3Gartner, “Focus on the Biggest Security Threats, 
Not the Most Publicized,” November, 2017

https://www.cyberscoop.com/dod-apache-struts-equifax-david-hogue-nsa/


“77% of firms surveyed lack proper security incident response plans” 
The Third Annual Study on the Cyber Resilient Organization - Ponemon Institute, 2018 (Sponsored by IBM)

http://www-03.ibm.com/press/us/en/pressrelease/53800.wss


Have their ideal security- 
skilled staffing level, 

making it the #2 barrier to 
cyber resilience 1

Portion of alerts coming in 
that the average security 

team examines every day 2

Said the time to 
resolve an incident has 

grown 1

 Reported increased 
severity of attacks 1

65% 57% 29% 5%

The Cyber Security Challenge is Not Getting Easier

1 The Third Annual Study on the Cyber Resilient Organization - Ponemon Institute, 2018 (Sponsored by IBM)
2  https://venturebeat.com/2017/12/16/the-lesson-behind-2017s-biggest-enterprise-security-story/ 

http://www-03.ibm.com/press/us/en/pressrelease/53800.wss
https://venturebeat.com/2017/12/16/the-lesson-behind-2017s-biggest-enterprise-security-story/


SECURITY PRACTICES, POLICIES, AND TOOLS 
HAVEN’T FULLY CAUGHT UP WITH CLOUD 

TECHNOLOGIES

“According to analyst firm McKinsey, a full 78 percent of 
more than 100 firms recently surveyed are NOT 

reconfiguring their security tools when migrating to the 
cloud ”

Source:  B. Cameron Gain for thenewstack.io, Microservices Security: Probably Not What You Think It Is, Mar 2018 
https://thenewstack.io/microservices-security-probably-not-what-you-think-it-is/



blog.cloudflare.com/rate-limiting-delivering-more-rules-and-greater-control/

DEVELOPERS AREN’T SECURITY EXPERTS
L7 ATTACKS ON THE RISE

“In the last 6 months we have seen a large upward trend of Layer 7 based 
DDoS attacks… On average seeing around 160 attacks a day, with some 
days spiking up to over 1000 attacks.”



“The softest target in most organizations is the app 
layer and attackers know this. Microservices thus 
both make this problem harder and easier for the 

defenders”

Source:  B. Cameron Gain for thenewstack.io, Microservices Security: Probably Not What You Think It Is, Mar 2018 
https://thenewstack.io/microservices-security-probably-not-what-you-think-it-is/

MICROSERVICES
A BLESSING AND A CURSE FOR SECURITY

Many separate APIs and ports per app  == numerous doors for attackers



CLOUD
PUBLIC CLOUD PRIVATE CLOUD

VIRTUALIZATIONOS

Security, Compliance and Governance Challenges
in Hybrid Environments

CONTAINER 
PLATFORM

● Inconsistent configurations and patching

● Manually monitoring & managing systems for 
security and compliance becomes 
impossible

● Increasing complexity introduces risk
● Decreased visibility and control 



Dealing with Compliance Adds More Complexity

IaaS, PaaS, SaaS
Configuration Management, 

Cloud Management, SecOps: 
integrations

Compliance and Security 
Artifacts

System Security Plans, Gap Analysis Reports
Audit and Remediation Baselines, General Security Documentation



“The Bad Guys use Automation - Fight Fire with Fire” 1

1 Reduce Risk and Improve Security Through 
Infrastructure Automation (Forrester, June 2018)



“We cannot be left behind. China, Russia, and North Korea 
are already massively implementing Automation and 

DevSecOps.” 1

1 Quote from Nicolas Chaillan, US DoD Special 
Advisor for Cloud Security and DevSecOps 



Automation for Increased Security and Compliance

Bake Security into Dev & Ops

Continuous Monitoring & 
Controlled Remediations for 

Security + Compliance

Infrastructure, Security, and Compliance as Code == 
Repeatable, Shareable, Verifiable



How can Red Hat help?
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#SecuritySymposium

Welcome to the Vast World of Cybersecurity Tools



#SecuritySymposium

Let’s not forget the growing # of open source security tools...



NOT Zero Sum 



“Security is a process, NOT a product.” 
– Bruce Schneier

(American cryptographer, security blogger, and author)



SECURITY MUST BE CONTINUOUS + HOLISTIC
AND INTEGRATED THROUGHOUT THE I.T. LIFE CYCLE 

Security policy, 
process, & 
procedures

DESIGN
BUILD

RUN

MANAGE & 
AUTOMATE

ADAPT

Identify security 
requirements & 
governance models

Built-in from the 
start; not bolted-on

Deploy to trusted 
platforms with 
enhanced security 
capabilities

Automate systems for 
security & compliance

Revise, update, 
remediate as the 
landscape changes



SECURITY THROUGHOUT THE STACK + LIFECYCLE

TESTED, CERTIFIED, STABLE, AND SUPPORTED OPEN SOURCE SOFTWARE 

RED HAT 
SECURITY ADVISORIES

DESIGN BUILD RUN MANAGE & 
AUTOMATE

ADAPT



APPLICATION PIPELINE

DEPLOYMENT INFRASTRUCTURE PIPELINE

DEVELOPMENT TEST ENVS. PRODUCTION

DEV
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SUPPLY CHAIN IMAGES & ARTIFACTS

Write App 
Code Build App Unit Test Package 

App
Deploy 

App

Write Infa 
Code

Build
Images

Validate 
Infra 

Automate 
Infra

Deploy 
Infra

OPS

Holistic DevSecOps with Red Hat 
It’s not just about the application CI/CD pipeline! 



Automated Security and Compliance with Red Hat 

Infrastructure and OperationsApplications Security Operations Center 
(SOC)



Automated Security and Compliance with Red Hat 

Applications

DevSecOps and Building Security into the Application



AUTOMATED BUILDS

CI/CD using Jenkins
Tekton

Source-2-Image
Buildah

CONTINUOUS BUILT-IN SECURITY

Automated analysis with 
SonarQube, OWASP Dependency 
Check, NPM Audit, OWASP Zed 
Attack Proxy, OpenSCAP, etc...

AUTOMATED OPERATIONS

OpenShift Operators to monitor and respond to
changing needs, load, threats, etc.. 

Enabling Faster & Scalable DevSecOps with 
Red Hat OpenShift Container Platform



DevSecOps and Building Security into the Application with an 
Automated ‘Software Factory’



2019 Red Hat Summit Security Hands-On Labs 

https://red.ht/securitylabs
The DevSecOps pipeline from the previous slide was 

implemented in the ‘Proactive Security’ lab that my team 
and I created. See link above for more details. You’ll also 

find all 3 Security hands-on labs that we created for 
Red Hat Summit 2019.

https://red.ht/securitylabs


Red Hat Innovation Labs Provides You the Easy Button to Accelerate Your DevSecOps!



Red Hat Provides You the Easy Button to Accelerate Your DevSecOps!

● Red Hat Innovation Labs “easy button” Ansible playbook to deploy 
CI/CD environment onto OpenShift
○ Deploys these tools: 

■ SonarQube and associated PostgreSQL database
■ Sonatype Nexus as an artifact repository
■ Jenkins
■ Hoverfly - create isolated test environments by simulating test dependencies.
■ Selenium Grid- parallel tests

○ Example pipelines which use this tooling: 
https://github.com/redhat-cop/container-pipelines

○ We can help you jump-start your journey with our Open Source 
tools like CASL-Ansible, infra-ansible, openshift-applier, labs-ci-cd

https://github.com/redhat-cop/container-pipelines
https://github.com/redhat-cop/casl-ansible
https://github.com/redhat-cop/infra-ansible
https://github.com/redhat-cop/openshift-applier
https://github.com/rht-labs/labs-ci-cd


Accelerating DevSecOps with
Red Hat Open Innovation Labs



DHS documented their entire Red Hat Innovation Labs & 
DevSecOps journey on Github:

● Quote from DHS: “Successful adoption of DevSecOps Best Practices through Red 
Hat Labs Residency”

https://github.com/CS-C-BDD-TDD/CICDpilot_Documentation/tree/master/DemoSlides


Security Enabled Pipeline at DHS







https://twitter.com/nicolaschaillan

DevSecOps at the US Department of Defense 

https://twitter.com/nicolaschaillan
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Journey to DevSecOps Panel

“In Security, consistency and repeatability is key. Adopting 
containers in a container platform will improve your 

security.”

US Government Panel, Openshift Commons Briefing  

US Courts
US Citizen and Immigration Services
Oak Ridge National Laboratory
Internal Revenue Service

Journey of DevSecOps - US Department Homeland Security 

Book by USCIS CIO: A Seat at the Table: IT Leadership in the Age of 
Agility 

https://www.youtube.com/watch?v=PgjfChchfGw&index=9&list=PLaR6Rq6Z4Iqe9xnafdhWdSgD-3qsWTm6K
https://www.youtube.com/watch?v=chT4DEYUmW8
https://www.amazon.com/Seat-Table-Leadership-Age-Agility/dp/1942788118
https://www.amazon.com/Seat-Table-Leadership-Age-Agility/dp/1942788118


Automated Security and Compliance with Red Hat 

Infrastructure and Operations



2019 Red Hat Summit Security Hands-On Labs 

https://red.ht/securitylabs
(Everything you are about to see in the slides in this 

section has been implemented in the ‘Proactive 
Security’ lab that my teammates and I created. See the 

link above for more details.) 

https://red.ht/securitylabs


Vulnerability 
+Compliance Scanning 
on Hosts

Automated Security and Compliance for 
Infrastructure & Operations

Security at Scale 
with Predictive 
Analytics

Enforcing 
Automated 
Compliance with 
Security Policies

Host Hardening
Automated 
Patching of Hosts 

Infrastructure and Application Hardening Improvements with Automation

AUTOMATION IS KEY

Introduce more automation in 
small incremental improvements 
to improve security & reduce risk 
wherever you are on the 
DevSecOps journey 

Automated 
hardening of 
hacked web 
application



Vulnerability & Compliance Scanning on Hosts at 
Scale with Red Hat Ansible Tower + Satellite







































Additional Automated Security Hardening on Hosts







Enforcing Automated Compliance with Security 
Policies

















Automated Patching of Host Systems at Scale

















Proactive Security and Automated Risk Management 
with Predictive Analytics



80











● Communication fails between components when certificates have expired in Openshift 
● Image build failure when creating a large number of concurrent builds
● Containers allow non-privileged user to modify filesystem inside containers when created with cri-o
● Docker registry pod restarts occasionally when liveness and readiness probes collide
● Failed api connection between docker and OpenShift when version of docker and openshift are 

incompatible
● Insufficient space available when image garbage collection fails to run in OpenShift
● GlusterFS storage disconnects from pods when restarting atomic-openshift-node server
● Master controller fails to start when changes are made to the SDN plugin if there are headless services 

in the cluster
● Failure to connect to service when configured IP is in use by another service
● Pod creation fails when is under high load due to iptables-restore process
● Excessive load time for new routes when a large number of routes exist
● Router does not work when deleting route with host set to "localhost"

Red Hat Insights Rules for 
Red Hat OpenShift Container Platform



PURPOSE
Eeep security CVE analysis like that found in Satellite. 
Provide CVE scanning of registered assets, including 
RHEL and RHEL-based images and provide these 
capabilities in a SaaS deployment. 

Vulnerability Management (SaaS offering) 



PURPOSE
Leverage OpenSCAP
Provide a unified view to identify the current health of 
their Red Hat estate in a SaaS deployment.

Compliance Management(SaaS offering)  



Automated Security and Compliance with Red Hat 

Security Operations Center 
(SOC)



CONFIDENTIAL 
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ENTERPRISE 
FIREWALLSSIEM

NAC SECURE WEB 
GATEWAYS

IDS/IPS

ENDPOINT 
PROTECTION 
PLATFORMS

SECURE EMAIL 
GATEWAYS

THREAT 
INTELLIGENCE 

PLATFORMS



CONFIDENTIAL Designator

90

Who Are We Working With?

Enterprise Firewalls Intrusion Detection & 
Prevention Systems

Security Information & 
Events Management



CONFIDENTIAL Designator

91

Triage Of Suspicious Activities

Enabling programmatic access to log 
configurations such as destination, 

verbosity, etc.

Threat Hunting

Automating alerts, correlation searches 
and signature manipulation

Incident Response

Creating new security policies to 
whitelist, blacklist or quarantine a 

machine

What Does It Do?



CONFIDENTIAL Designator



Automated Security and Compliance with Red Hat 

Infrastructure and OperationsApplications Security Operations Center 
(SOC)



CONFIDENTIAL 

TAKEAWAYS 

Identify your risk tolerance.  There’s no such thing as 100% security. 

Security is everyone’s job. Take a holistic, continuous,  defense-in-depth approach to security.  

 Prevention, Detection, Response. Implement security hygiene practices (regular patches, etc).

 Leverage the security technologies that you already have (OS, Middleware, etc)

 Identify focus areas for automation , take baby steps, and learn from examples 

(Keep in Mind: There’s no such thing as one size fits all for automation or DevSecOps)

Security is not just about technology - the human factor can be your weakest link! 
(social engineering breaches, insider threats, lack of skills, bad processes in place, etc)

1.
2.
3.
4.
5.
6.



Red Hat Training Offerings

1. D0500: DevOps Culture and Practice Enablement

2. D0700: Container Adoption Boot Camp

3. D0426: Securing Containers and OpenShift (with exam)
<Also free OpenShift hands-on training on : http://learn.openshift.com/>

4. RH415: Red Hat Security: Linux in Physical, Virtual, Cloud (with 

exam)

5. RH413: Red Hat Security and Server Hardening (with exam)

http://learn.openshift.com/
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● Solution Brief: Increase Security and Compliance with Advanced Automation
○ https://www.redhat.com/en/resources/automate-security-compliance-solution-brief

● Whitepaper: Red Hat Automated Security and Compliance
○ https://www.redhat.com/en/resources/red-hat-automated-security-and-compliance

● Red Hat Consulting Services Datasheet: Automate Security and Reliability 
Workflows

○ https://www.redhat.com/en/resources/services-consulting-automate-security-reliability-datasheet

● Red Hat provided and supported Ansible security hardening Ansible playbooks in 
Ansible Galaxy

○  https://galaxy.ansible.com/RedHatOfficial

● Red Hat Security Hands-on Labs 

○ https://red.ht/securitylabs

Red Hat Security Related Links

https://www.redhat.com/en/resources/automate-security-compliance-solution-brief
https://www.redhat.com/en/resources/red-hat-automated-security-and-compliance
https://www.redhat.com/en/resources/services-consulting-automate-security-reliability-datasheet
https://galaxy.ansible.com/RedHatOfficial
https://red.ht/securitylabs


● Guide to continuous security
○ https://www.redhat.com/en/technologies/guide/it-security

● Understanding IT Security 
○ https://www.redhat.com/en/topics/security

● Container Security 
○ https://www.redhat.com/en/topics/security/container-security

● Red Hat Product Security 
○ https://access.redhat.com/security/overview

Red Hat Security Related Links (cont..)

https://www.redhat.com/en/technologies/guide/it-security
https://www.redhat.com/en/topics/security
https://www.redhat.com/en/topics/security/container-security
https://access.redhat.com/security/overview


Next Steps
• Speak with a Red Hat expert here at Security 

Symposium

• Look for the slides in a “Thank You” email from us in 

the next few days

• Stay up to date with Red Hat at redhat.com/security

• Visit redhat.com/events to find out about workshops 

and other events like this one coming to your area

Thank you for coming.  

Feedback or questions? 

infrastructure@redhat.com
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Questions?
lkerner@redhat.com



linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Red Hat is the world’s leading provider of 

enterprise open source software solutions. 

Award-winning support, training, and consulting 

services make 

Red Hat a trusted adviser to the Fortune 500. 

Thank you

100



Thank you to our partner
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Security  Sym
posium


