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THE DIGITAL WORLD:
THE COST OF SECURITY BREACHES

While “soft” costs are impacting

Total average costs are x
your business

increasing:

e Disruption

e Loss of public trust
[ J

[ J

2016 $4.0 million

Brand erosion

2015 $3.8 million etc

2014 $3.5 million

2016 Cost of Data Breach Study: Global, June, 2016. Ponemon Institute LLCO Research Report
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THE DIGITAL WORLD:
MULTIPLE SOURCES OF RISKS

I Human error

B System glitch

Cyber criminals and hackers are more:

Dangerous
Sophisticated
Global
Profit-oriented

Nation state sponsored

Malicious or criminal attack

2016 Cost of Data Breach Study: Global, June, 2016. Ponemon Institute LLCO Research Report ‘ redhat
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CHALLENGES IN THE DIGITAL WORLD

For Developers

o« Developers must ensure security is baked-in
o Accepting that sometimes “Worse is better”
e Must adapt to new development models

For IT Operations and IT Security

e LT. Operations and Security must adapt to DevOps
e Security cannot be an afterthought
e Increasing use of automation

[1] https://en.wikipedia.org/wiki/Worse_is_better
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AUTOMATION: THE KEY TO DevSecOps
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THE ULTIMATE GOAL: ACCELERATED ATOs

Three capabilities to help meet the objective

CONFIGURATION MANAGEMENT:

e Maintaining consistency for security and performance

AUTOMATION:

e Interconnect systems so that they self-reqgulate
e Provide repeatable processes that reduce errors and save time

.

o1 SECURITY CONTENT AUTOMATION PROTOCOL (SCAP):
% e Standardized expression and reporting
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CONFIGURATION MANAGEMENT

Knowledge of the information assurance baseline

e AKA Security Configuration Management (SCM) ANSIBLE

e Maintains the security features and changes made to
software and hardware including documentation for
the lifecycle of a system

e Determines the appropriate security configuration to
apply to ensure a secure configuration state /C\

. . . v &/
e Ensures that the configuration baseline is documented

and maintained
CHEF
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AUTOMATION

Repeatable it tasks across the entire network without human error

Do this...

Configuration Application

Orchestration Provisioning (CemiiIEs SR End

Management Deployment

Delivery Compliance

On these...
Firewalls Load Balancers Applications Containers Clouds
Servers Infrastructure Storage Network Devices And more...

Result: known configurations with repeatable tasks that can quickly change the security posture
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SECURITY CONTENT AUTOMATION PROTOCOL
(SCAP)

Maintaining proactive security configuration

=> Determine the specific security baseline to achieve compliance
s === . -
=> Obtain a security checklist suitable for machine processing ,° '. emm = s
4 L d C L N
o . . . e ® ) N
=>  Quickly identify the current state of the computer infrastructure A ). o’ ‘ o s
e O e
-=> Remediate — perform corrective operations for items that did not . .' ,. R
meet the requirements : . . ' . ®
® . [ I B |
= Automated approach — perform compliance analysis and ' " Q‘ '. “ N
\
corrective operations (remedial actions) in a machine-controlled, 5 . Pd J ,!
g A o
unattended way on a reqular basis . ‘.: “Seae® L R
=>  Utilize proper software tools to carry out these tasks with minimal RS -0

effort, and at the same time attempt to reduce any required outage
periods related to these tasks to a minimum.
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CAP INTEGRATION

Maintaining compliance via scanning and remediation is everyone’s job

Red Hat Access

RED HAT SATELLITE
Red Hat, Inc. v Monitor Content v Containers v Hosts v Configure v Infrastructure v

RED HAT ENTERPRISE LINUX 7.2 INSTALLA :
ST Compliance Reports

INSTALLATION SUMMARY
Hetg!
Qsearch | v
LOCALIZATION
Host Date Passed Failed Other
DATE & TIME KEYBOARD
Americas/New York tim Engiish (US) B revioc 2daysag0 ] View eport | -
B virt-who 20 days ago B B View Report = v
20 days ago [ > | [ ] View Report |

Red Hat Access [

ted States)
gt
RED HAT SATELLITE

English (U
Infrastructure v

LANGUAGE SUPPORT B virt-w

SECURITY _ y
RedHat,Inc. ~  Monitor v Contentv  Containers v  Hosts v  Configure v
SECURITY POLICY
No profi ted v Account and Access Control EZIED
v Protect Accounts by Restricting Password-Based Login €2
SOFTWARE
> Restrict Root Logins
@ INSTALLATION SOURCE ﬁ foFTWARE SELECTION spl v Verity Proper Storage and Existence of Password Hashes @I
Local media Minimal Install
Prevent Log In to Accounts With Empty Pass high
SYSTEM erify All Account Password Hashes are Shadowed medium
v Set Password Expiration Parameters €ZZ)

KDUMP
Set Password Minimum Length in login.def

Kdump is enabled

aseword Mirimum Ags meciom I
o T

Set Password Warning

INSTALLATION DESTINATION
Automatic partitioning selected

Outt

v Protect Accounts by Configuring PAM EIEZD

v Set Password Quality Requirements @IZ)

44 Please complete iterns marked with this kon before continuing to the next step.
v Set Password Quality Requirements, if using pam_pwdquality GXED

word Retry Prompts Permitted Per-Session
o

raracter

Set Password Strength Minimum Digit C

acacte:
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.BUTIT IS MORE THAN AUTOMATION

A cultural shift is also needed

o [t takes time to implement a new mindset
o« Everyone is responsible for security
o  Security early and often (shift left)
o Maintain quality, safety and privacy
o Helpful ideas
o Integrate security processes into CI/CD pipeline
o Build a security knowledge base
o Coach developers on security
o Open communication on security
o Take full advantage of automation
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COMPLIANCE AS CODE PROJECT

Bake security into the secret sauce

What it is:

e« Promotes risk reduction strateqgy via enforced compliance
o Process to consistently apply security policy

o Automate the generation of compliance artifacts

« A method for repeatable, shareable and verifiable results
o Easily Integrated into the CI/CD Pipeline and Operations

What it is not:

o The ultimate security solution

https://qithub.com/ComplianceAsCode

OpenSCAP
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Git
(Gogs Server)

Nexus 8
SonarQube Repository
YES |[NO
‘,‘ Build App . Code Archive App . L, Integration Promote to Deploy
‘ (WAR) Ui e Analysis (WAR) R e e gy Bl=y Tests STAGE STAGE

RED HAT

OPENSHIFT

Build Config

|
\

Project
DEV

Project
STAGE

gpush e <

pull :
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THANK YOU

8+ plus.google.com/+RedHat f facebook.com/redhatinc
in linkedin.com/company/red-hat ¥ twitter.com/RedHat

youtube.com/user/RedHatVideos




